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Keywords
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Profile and skills required

The applicant should demonstrate good programming skills and knowledge of toolkits dedicated
to machine learning such as scikit-learn and tensorflow.

Context

Lusis is the publisher of TANGO, a high-performance transactional platform for payment
systems and market finance. Based on this platform, Lusis builds complete payment systems,
including fraud detection, as well as extremely rich and complex front-to-back trading platforms
on which more than 5 billion dollars a day are currently traded, half of which are in Forex,
Indices and Commodities. Lusis and CentraleSupélec have joined forces by creating a research
chair to strengthen their collaboration in the field of artificial intelligence applied to banking.
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Detailed presentation of the doctoral project

Today, electronic payments by credit card have become widespread on the planet thanks to the
Internet. These payments represent an ever-increasing volume of more than US$ 500 billion
annually, and fraud accounts for less than 0.5% of the number of these transactions. Globally,
this represents an estimated US$ 25 billion in losses per year.

Irrespective of the amount of this fraud, all possible detection measures must be implemented to
limit its spread. This is why a great deal of research has been carried out on this issue over the
last 20 years.

This is of course of strategic interest to individuals, banks and companies. As the publisher of a
high-performance transactional platform for payment systems, LUSIS is therefore primarily
interested in fraud countermeasures. Within the framework of the LUSIS chair, we want to study
fraud detection both from the point of view of algorithm performance, but also with a constraint
of realism of implementation and this on real data.

Credit card fraud detection has been studied for many years, but the lack of labelled real data
makes the task difficult, both for learning and for evaluation (Parthasarathy et al., 2019).

Operationally, false positives should be avoided as much as possible: customers do not like to
have their payments wrongly refused. For reasons of process control, systems deployed today
are rules-based. As a result, they are cumbersome to process and especially to update.
Systems based on machine learning are essentially under study at the moment.

In recent years, machine learning and deep learning algorithms have proven their effectiveness
in many areas. The main machine learning methods have all been tested on this problem:
decision trees, random forests, Bayesian networks, Hidden Markov Models, neural networks
and deep neural networks (Ryman-Tubb et al., 2018). The specific difficulty with fraud lies in a
very large imbalance between the "fraud" and "non-fraud" classes (less than 0.5% fraud) and
the essentially online nature of the process, which is not taken into account in offline studies
(Carcillo et al., 2018).

(Zojaji et al., 2016) classifies techniques into two main approaches to fraud detection, namely
abuse (supervised) and anomaly detection (unsupervised): a classification of techniques is
proposed based on the ability to handle both numerical and categorical datasets. (Kamaruddin
& Ravi, 2016) used a single-class classification approach by developing a hybrid architecture
composed of a swarm optimization algorithm and a self-associative neural network. Graph
approaches as described by (Zhang et al., 2019) or (Belle et al., 2019) are very recent and
promising.

As new fraud strategies emerge, the paradigm of anomaly detection in consumer payment
habits is becoming increasingly important. In this context, it is necessary to take into account the
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fact that these habits evolve over time: this is what we call concept drift for a consumer. The
FraudMemory model developed by (Yang & Xu, 2019) captures the sequential patterns
associated with each transaction and exploits memory networks to improve both performance
and interpretability while taking into account conceptual drift.

Finally, one last point remains relatively unexplored in the work on payment fraud detection:
explicability. This point becomes crucial with the GDPR law, since any consumer for whow a
valid payment has been refused will be able to ask the provider for an explanation.

In conclusion, despite the very good results obtained by techniques such as random forests on
collected data sets, the problem of fraud detection is not solved and many avenues remain to be
explored to achieve a system that is robust over time and explainable.

Thanks to our partnership with the company LUSIS, we have access to real data sets and a
quality field of experimentation with business experts. The PhD thesis project that we propose
will focus on four research orientations:

attributed networks,
anomaly detection,
conceptual drift,
explainability.

N =

In a first phase of bibliographical study, the student will have to synthesize the state of the art on
the existing methods and their advantages and disadvantages from a practical point of view.
Then, it will be a question of proposing an architecture, possibly hybrid, meeting the criteria of
performance, robustness and explainability.
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